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will discuss how to secure your ColdFusion applications. A whole new security
model comes with ColdFusion MX. This chapter talks about what this security
model is and how you can add security features in your applications.

Chapter 4 discussed some best practices for securing your server. This chapter

___| Introducing ColdFusion MX’s
New Security Framework

There are two parts to adding security features into your application. Authentication
is the first part. This is where you check to see if the user is allowed access to your
application. The second part is user authorization. This is where you check to see if the
current user is allowed to access the secured resource.

Authenticating Users

The first step in any authentication scheme is to decide what type of security your

application needs. This section raises some questions to help you decide that, and then
helps you create a database structure that reflects those needs. Finally, this section

describes how to create a login page.

Designing Your Application’s Security Model

The first thing you need to do before implementing a security system is to design it. The
following are questions you should ask yourself when deciding how to design your
security system:

m  What functions of your application should have restricted access?
m Do different people in the organization have different access needs?
B s there some crossover between the needs of different departments?

m Do some people have similar access needs, while others do not?

I will demonstrate how to step through this process with an example. Suppose you
enter a contract to build a dynamic web site for a company that takes pictures of houses
for real estate agents and publishes them to a web site. The salespeople need to be able
to create new clients in the system. The photographers need to be able to create new
houses in the system as they photograph the houses. The photographers may try to limit
their duties to taking pictures and pass the data entry duties onto data entry people.
The clients want to be able to get into their house descriptions and modify text. The
boss wants to be able to perform every function in the system, including creating and
modifying users and their access.
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How do you turn this information into a useable security model for the web site? I
like to do it one step at a time:

1. Define the roles (sometimes called groups) that have access to your web site. In
this case, you have the boss, the salespeople, the photographers, the clients, and
the data entry people.

2. Define the types of data that you want to control access to. This project has two
areas: clients and houses.

3. Try to draw a chart, showing who has access to what data. You can see the
chart I created in Figure 17-1.

Sales
role
Client
info | - - - .
User
info
Boss Client
role role
Photographer | Houses
role info

Data entry
role

Full access

Create
"""" Edit
77777777777777 Create and edit

Figure 17-1. Security model
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The security diagram often helps me to visualize the project. We can distinguish
these facts from it:

m Salespeople can create and edit clients
Clients can edit houses

Data entry people can edit houses

Data entry people can edit client info
Photographers can create and edit houses
Photographers can create clients

The boss can create, edit, and delete houses

The boss can create, edit, and delete clients
m The boss can create, edit, and delete users of the system

4. From this, you can create the table structure. The user information includes the
groups, or roles, and user information. An intersection table connects the two.
You need a Houses table and a Clients table. This is the table structure:

Microsoft Access - [Relationships] _ (O] x|
JE% File Edit “iew HRelstionzhipz Tool: Window Help = |ﬁ'|5||

IDEeHERY |2y |%|" B x| B8E- 0.
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UserID
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Pasword
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Ready T T w4

Although this system does provide a solid base from which to build, this application
could easily get more complicated in a real-world situation. You wouldn’t want a client
to be able to modify any house or client data of another client. You would restrict them to
their own data. Depending on the company, similar issues could exist for the photo-
graphers, salespeople, and even the data entry people. You could change the system to
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accommodate this by creating an intersection table that associates the Users table with
the Clients table and one that associates the Users table with the Houses table.

Logging in with cflogin and cfloginuser
The next step is to create the ability to log in a user. In this manner, ColdFusion MX
provides strong enhancements over previous versions of ColdFusion, in which login
systems had to be built completely from scratch. There are two tags, cflogin and
cfloginuser, that handle the login procedures.

The cflogin tag has no attributes. It is the equivalent of this conditional statement:

<cfif user is not logged in>
Process login code
<cfelse>
do nothing
</cfif>

For the cflogin tag to work, it needs both a start and end tag. The cfloginunser tag
must reside inside the cflogin block. If the user has already logged in via the cflogin
tag, then the cflogin block will be ignored.

These are the attributes to the cfloginuser tag:

B name The username of the user who is logging in.

m roles A list of roles that are assigned to a user. Roles are akin to groups, and
are used to provide, or deny, access to specific features.

m password The password of the user that is logging in.

The cfloginuser tag does not actually verify the user against an LDAP directory or
custom datasource, so do not execute this tag until you have successfully logged the
user in through other means. This tag creates the ColdFusion framework internal to
ColdFusion that keeps different users separate from each other.

This is how we create the templates that will make our login scheme a reality:

1. Make sure that you have an Application.cfm file with a cfapplication tag set up
in the root directory. This should suffice:
<CFAPPLICATION name="Chapterl7" Sessionmanagement="Yes"
sessiontimeout="#createtimespan(1, 0, 0, 0)#">

2. Create the following login form. The input page accepts the username and
password. The processing page will verify that information against the database.

<l--- www.instantcoldfusion.com

Description: A page to accept login information
(username and password)
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Entering: N/A
Exiting: loginp.cfm

Dependencies: N/A
Expecting: N/A

Modification History

Date Modifier Modification
04/09/2002 Jeff Houser, DotComlt Created
—>

<form action="loginp.cfm" method="post">
Name: <input type="Text" name="UserName"><br>
Password: <input type="password" name="Pasword"><br>
<input type="Submit">

</form>

The form is very simple and contains just the two fields that we need, Name
and Password. (The password field is named, pasword, with one s. This is done
to avoid problems with the reserved word, password.)

3. Create the form processing page:

<!--- www.instantcoldfusion.com
Description: A page to process Login information

Entering: Logini.cfm
Exiting: N/A

Dependencies: N/A
Expecting: form.username
form.pasword

Modification History

Date Modifier Modification
04/09/2002 Jeff Houser, DotComlt Created
—>

<l--- verify the user against the database --->

<cfquery datasource="Chapter17" name="VerifyUser">
SELECT * FROM Users
WHERE Users.UserName = ‘#orm.UserName#' AND
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Users.pasword = '‘#orm.Pasword#'
</cfquery>

<cfif VerifyUser.RecordCount is 1>

Executing Database Query

<!--- If the user information verified, get the --->

<l--- user's groups --->

<cfquery datasource="Chapterl7" name="GetGroups">
SELECT Groups.GrouplD
FROM UsersGroup, Groups
WHERE UsersGroup.UserID = #VerifyUser.UserID# AND

UsersGroup.GrouplD = Groups.GrouplD
</cfquery>

<cflogin>
<cfloginuser name="#VerifyUser.Username#"
password="#VerifyUser.Pasword#"
roles="#ValueList(GetGroups.GrouplD)#">
</cflogin>

Congratulations, you have logged in. <br>

<cfelse>
We were unable to log you in, please try again.<br>

</cfif>

The first action of the login-processing page is to check to see if the user entered
a valid username and password combination. We perform that check by querying
the database. If a result is returned, then the user was properly verified and we
perform a second query to get all the groups that the user belongs to. After that,
we use the cflogin and cfloginuser tags to log the user in. To specify the user’s
roles, I used the ValueList function to return the query column as a list.

Note | In the method that is used here, we are using the 1D fields for the roles, not textual
names. Whichever you use is just a matter of personal preference.

4. Check the Application.cfm file to see if the user is logged in. If the user is not
logged in, redirect them to the login page using the cflocation tag. You cannot
perform this check on the same page as the login page.

Consider this scenario. You try to access a page. The Application.cfm executes, and
sees that you are not logged in. The cflocation tag redirects to the login page in the same
directory. The Application.cfm executes. It sees that you are not logged in. The
cflocation tag redirects to the login page, and it all starts again.
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I like to keep the login scripts in the root directory and the remainder of the
application underneath it. This is the Application.cfm for our subdirectory:

<cfapplication name="Chapterl7" Sessionmanagement="Yes"
sessiontimeout="#createtimespan(1, 0, 0, 0)#">

<!l---if the user didn't log in, make sure they do --->
<cflogin>

<cflocation url="../logini.cfm">
</cflogin>

The key thing to notice in this template is that it contains the same cfapplication tag as the
one in the parent directory. You want to make sure that the name of the application is
the same because this is one of the elements that ColdFusion uses to keep track of sessions.

The last step is to provide a way to log out your users. ColdFusion provides this in
the form of cflogout. This tag accepts no attributes. It just automatically resets the user
variables. A user will also be logged out if their session variables time out.

Authorizing Users

After you set up your login and logout functionality, you are in a position to access your
application located in the subdirectory. You need to know how to access your groups,
or roles, once you have logged in. ColdFusion provides the IsUserInRole function to
determine this. The function contains a single attribute, a list of the roles that you are
checking against.

When creating your code, you can use this function to decide whether the user has
access to a specific resource. If the user has access, you can allow them to execute the
code. If the user does not have access, you can redirect the user elsewhere, or show
them nothing at all. Look at the following example of a navigation bar:

<a href="Index.cfm">Home<a/>

<l--- create a house, boss, and photographers --->
<cfif IsUserInRole("1,3")>

<a href="CreateHouse.cfm"> Create House</a>
</cfif>

<l--- create a client, boss, and sales agents --->
<cfif IsUserInRole("3,4")>

<a href="CreateClient.cfm"> Create Client</a>
</cfif>
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<l--- edit a house, boss, and data entry --->
<cfif IsUserInRole("2,3")>

Authorized for 3<br>
</cfif>

Depending on the roles and how you use them, you can turn on, or off, any aspect
of the display.

ColdFusion MX also provides a function, GetAuthUser, that will return the username
of the user who is currently logged in.

Tip

___| Integrating with LDAP

Lightweight Directory Access Protocol (LDAP) was created as a standard way to store
authentication information across multiple platforms. ColdFusion integrates with LDAP
directories via the cfldap tag. This section explains what LDAP is and demonstrates
how to access an LDAP directory from within ColdFusion.

Understanding LDAP

An LDAP directory is a collection of information, akin to a telephone book, that is arranged
and accessed via a hierarchy. The standard was created in the mid-1990s when the need
existed to access ISO x.500 directories from personal computers with limited processing
power. Many products will act as LDAP servers, such as iPlanet, Lotus Domino, and
Microsoft Active Directory Services.

LDAP structures are hierarchical, meaning that there is a root node, and everything
resides underneath it. Items that exist on the same level are considered equal. If we
were to try to design a structure for our company that takes pictures of houses, it might
look like Figure 17-2.

At the root node is the company. There are two nodes underneath it, users and groups.
The groups reside under the group node, and the users reside under the users node.
Individual groups are on the same level as individual users. The group entry would
contain a list of users in the groups. The individual user entries would contain information
such as username and password. This structure is, conceptually, very similar to the
database we created in the first section of this chapter.

There are four main concepts that are universal to all LDAP directories:

m Entry Each node of an LDAP directory is an entry. Entries consist of a
collection of attributes and must follow the rules defined in the schema.

m Attribute An attribute is a single entity of an entry. Each single attribute has
a type and a value. The type determines how the value is treated and what
information it can contain. Attributes could contain a user’s name, location,
e-mail address, and organization.
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Organization Real estate service company
Unit Users Groups
avidwa || o ey
Sales Photographers Boss gig Clients
Figure 17-2. LDAP hierarchial structure

| A list of standard attributes is located at http://developer.netscape.com/docs/manuals/
P directory/schema2/41/attindex.htm. You should also check the documentation of your

LDAP server, if available.

m Distinguished name A distinguished name is something that uniquely identifies
an entry. It is made up of the relative distinguished name (RDN) for the current
entry and all that entry’s parents. The RDN is the key that identifies all children
among their parent entity.

B Schema A schema is a set of rules that defines the information that can be stored
in a directory. Its two primary elements are the object class and the attribute type.
Both object classes and attribute types contain a name and a unique identifier.
The object class also contains a list of required and optional attribute types that the
object can contain and, if applicable, the class that the object inherits from. Attribute
types include an indicator as to whether the type is single- or multivalued and

the rules that are used to verify the data.

Although this section didn’t contain an exhaustive in-depth tutorial of LDAP, it is
enough information for you to access an LDAP directory via ColdFusion.




Chapter 17: Securing Your ColdFusion Applications

Authenticating Users Against an LDAP Server

This section teaches you about the cfldap tag, which is what you use to access and
modify cfldap server information via ColdFusion. This section ends by demonstrating
the cfldap tag’s usage.

Learning about the cfldap Tag

The cfldap tag is used to access an LDAP directory from within ColdFusion. The cfldap
tag allows you to create, delete, read, and edit the following information stored within
an LDAP directory:

server The hostname or IP address of the LDAP server.
port The port number that the LDAP server resides on. The default is 389.

username The username of the user accessing the server. The default is
anonymous. Required if secure = cfssl_basic.

password The password of the user that is accessing the server. Required if
secure = cfssl_basic.

action Defines the action that the tag will perform: query, to retrieve
information; add, to add a new entry; modify, to change an existing entry;
modifydn, to modify a distinguished name; or delete, to delete an entry.

name The name of the variable that the information you retrieve from the
LDAP will be returned to. Required if action is query.

timeout The maximum length of the timeout. The default is 60 seconds.

maxrows Contains the maximum number of entries that the LDAP query
will return.

start Contains the name of the distinguished name of the node that you are
going to start your search on. Required if action is query.

scope Specifies the scope of the search: to the current level (onelevel), the
current entry (base), or the current entry and all levels below it (subtree).

attributes If the action is a query, this is a comma-delimited list of attributes
to return. To get all attributes, specify, *. If the action is add or modify, this is
a comma-delimited list of attributes. If the action is modifydn, ColdFusion
doesn’t check these values before passing them onto the LDAP server.

filter Defines the search criteria. The default is objectclass =*.
sort A comma-delimited list of columns that the results will sort on.

sortcontrol The type of sort: asc, for ascending; nocase, for case insensitive;
or desc, for a descending sort.

dn The distinguished name. Required if action is add, modify, modifydn,
or delete.

startrow The first row of the LDAP query that will be returned in the
ColdFusion query. The default is 1.
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modifytype Defines how to process multivalued attributes. Options are add,
delete, and replace.

rebind If the rebind attribute is set to yes, then ColdFusion attempts to execute
the query using the original credentials. If set to no, referred connections are
anonymous.

referral The number of hops allowed by a referral.

secure An optional attribute that defines the type of security to use when
accessing the LDAP server. Valid values are CFSSL_Basic or certificate_db.

separator Specifies the delimiter that separates multivalued attributes in the
returned query. The default is a comma.

delimiter Specifies the separator for name-value pairs.

Many of the attributes are not required for our query purposes, because we just
need to retrieve data, without updating or changing data.

Verifying the User Data

We can verify against the LDAP in a similar manner to our custom database verification.
We can even use the same login input page. This is the updated login processing page:

<!--- www.instantcoldfusion.com

Description: A page to process Login information

Entering: Logini.cfm
Exiting: N/A

Dependencies: N/A
Expecting: form.username

form.pasword

Modification History
Date Modifier Modification

04/09/2002 Jeff Houser, DotComlt Created

>

<!--- verify the user against the database

we need to log in as the directory manager to verify
the user --->

<cfldap action="query" name="VerifyUser"
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attributes="UID,dn,username,password"

start="u=Users"

scope="subtree"

server="localhost"

filter= "(&(username=#form.Username#)
(Password=#form.Pasword#)"

username="cn=directory manager"

password="Password">

<cfif CerifyUser.RecordCount is 1>

<!--- If the user information verified, get the --->

<I--- user's groups --->

<cfldap action="query" name="GetGroups"
attributes="GroupID"
start="u=Groups"
scope="subtree"
server="localhost"
filter= "(&(username=#form.Username#)"
username=" #VerifyUser.dn#"
password="form.Pasword">

<cflogin>
<cfloginuser name="# VerifyUser.dn#"
password="#form.Pasword#"
roles="#ValueList(GetGroups.GrouplD)#">
</cflogin>

Congratulations, you have logged in. <br>

<cfelse>
We were unable to log you in, please try again.<br>

</cfif>

The first cfldap tag verifies that the user has entered their information properly. The u
in the start attribute stands for unit. We are looking for a node in the users unit where
the username is equal to form.username and the password is equal to form.password.
To perform this query against the LDAP server, we must be logged in as the directory
manager, to make sure we have access to the whole directory. The cn stands for
common name.

The second cfldap tag returns all the groups that the user is associated with. We look
in the groups unit, specified with the start parameter, and on all the sublevels. We filter by
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using the username. This time the user who logs in to the LDAP directory is the user
who is trying to log in. That is acceptable now that we verified the user exists. The
remainder of the template uses the cflogin and cloginuser accordingly.

___| Protecting Other Resources

This final section discusses some other ways to protect ColdFusion features and data.
ColdFusion Components, discussed in Chapter 16, have security features built in. This
section also shows you how to protect non-HTML content such as sound files, images,
or PDFs.

Securing Your ColdFusion Components

ColdFusion Components (CFCs) are a way to bring object-oriented concepts
into ColdFusion MX. If you are not familiar with ColdFusion Components, you can
read all about them in Chapter 16. A CFC is a way to group a bunch of functionality,
called methods, together. The methods are defined via the use of the cffunction tag.
There are two attributes on the cffunction tag that pertain to security measures:

m access Specifies the type of function that you are creating. Valid values are:
private, which means that the function can only be called by functions from
within the existing CFC; public, which means anyone can use this CFC method;
remote, which is designed for remote access via Web services, through a URL,
or by Flash; and package, which means that the function can only be called by
functions in the CFC package. Remember that a package is a collection of all
CFCs in a single directory.

m roles Relate back to the roles that were specified when the user logged in with
the cfloginuser tag. If the user is not in the role specified in this attribute, he or
she cannot access the function.

Suppose that while creating the real estate service company’s web site, we decided
to use a CFC to handle the creation, editing, and display of a house. We would want to
restrict the creation function to the Photographers and the Boss. The EditHouse function
would be restricted to Photographers, Data Entry People, Clients, and the Boss. Deleting
a house would be restricted to the Boss. This would be the skeleton of the CFC:

<cfcomponent>
<cffunction name="DisplayHouse" access="Public" output=""Yes">
<l--- house display code --->
</cffunction>

<cffunction name="EditHouse" access="Public" output=""Yes"
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roles="Photographers, DataEntry, Client, Boss">
<!--- house edit code --->
</cffunction>

<cffunction name="CreateHouse" access="Public" output=""Yes"
roles="Photographers, Boss">
<!--- house creation code --->
</cffunction>

<cffunction name="DeleteHouse" access="Public" output=""Yes"
roles="Boss">
<!--- house creation code --->
</cffunction>

</cfcomponent>

The specific code of each function is not filled in, but this would be a skeleton
of the structure, with the specific access levels restricting the use of each function to
the proper roles.

Delivering Files with cfcontent

Suppose that the same real estate service company was offering high-resolution scans
of images. They want to prevent unauthorized people from going directly to the
images and viewing them. People can go directly to the images if they reside in a
web-accessible directory. Since the image files are not ColdFusion templates, the
Application.cfm will not run and users will be able to download the images directly.

ColdFusion provides a tag, cfcontent, to handle this type of issue. You can store
your files in a non-web-accessible directory and then deliver them to qualified users
with cfcontent. These are the attributes to the tag:

m type A required attribute that specifies the file mime type of the file that is
going to be returned.

m deletefile A Boolean attribute that specifies whether or not the file gets
deleted after delivery to the client.

m file An optional attribute that specifies the name of the file that you want to
deliver to the client.

m reset An optional Boolean attribute that specifies whether or not to preserve
the output that precedes the call to cfcontent. If the file attribute exists, this
attribute has no effect.

m encoding An optional attribute that specifies the encoding type of the generated
output. This value could be any valid character encoding. The default is ISO-8859-1.
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To put cfcontent to use, you first need to log in the user. Put the files that you want
to deliver in a directory that is not accessible from the Web. You could actually put the
files in any directory, but if they are web-accessible, it defeats the purpose of using this
method to secure files.

Deliver the files, like this:

<cfcontent file="C:\MyDirectory\Mylmage.jpg"

type="image/jpeg">

The only way to view this file from the Web is to load the ColdFusion page that
contains the cfcontent command.

Note | The cfcontent tag’s use is not limited to delivering photos. Any type of file could be
delivered with this tag, such as QuickTime movies, MP3 sound files, or Adobe PDF files.

___ | Summary

In this chapter, you learned the following;:

m How to secure your applications with the cflogin and cfloginuser tags
m How to integrate ColdFusion with LDAP directories

m Security features of ColdFusion Components

m How to protect files with cfcontent

The next chapter will teach you tips for debugging and troubleshooting your
ColdFusion applications.



